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RESUMEN
Las tecnologías de la información y la comunicación (TIC) han 
revolucionado diferentes sectores económicos desde sus 
inicios. En particular, las tecnologías disruptivas generan 
cambios radicales cuando se apropian, desplazando a otras 
tecnologías existentes en diferentes campos en su adopción. 
El objetivo principal de esta revisión de la literatura es 
identificar las tecnologías disruptivas implementadas hoy en 
día en las organizaciones y los beneficios e impacto que 
generan. Se definieron tres variables para realizar un análisis 
exhaustivo de la literatura seleccionada: Tecnologías de la 
información y las comunicaciones, sector y métricas. Como 
resultado, se pudo evidenciar que la correcta apropiación de 
tecnologías disruptivas genera un valor estratégico 
considerable a las empresas, como adquirir una ventaja 
competitiva frente a otras organizaciones debido a la 
automatización de procesos, lo que permite optimizar los 
tiempos de respuesta e incrementar los niveles de satisfacción 
de los clientes en los Stakeholders.
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ABSTRACT
Information and communication technologies (ICTs) have 
revolutionized different economic sectors since their 
inception. In particular, disruptive technologies generate 
radical changes when appropriated, displacing other existing 
technologies in different fields at their adoption. The primary 
purpose of this literature review is to identify disruptive 
technologies implemented today in organizations and the 
benefits and impact they generate. Three variables were 
defined to carry out an exhaustive analysis of the selected 
literature: Information and communication technologies, 
sector, and metrics. As a result, it was possible to show that 
the correct appropriation of disruptive technologies 
generates considerable strategic value to companies, such 
as acquiring a competitive advantage over other 
organizations due to the automation of processes, which 
allows optimizing response times and increasing customer 
satisfaction levels on Stakeholders.
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1. INTRODUCTION
Organizational changes are necessary for companies to persevere over time. To achieve 
them, companies must keep up with  –furthermore, be leaders in– the usage of information 
and communication technologies (ICTs) and emerging operational technologies, 
methodologies, and approaches. This type of change requires time, investments, and 
expenses that most organizations are unwilling to commit.

According to [1], it is important to keep in mind three main dimensions for the application of 
new strategies: interaction with customers considering the approach of their own processes, 
adoption of emerging technologies in order to generate value for the company and, 
encouragement of compliance of transparency related standards.

Factors to overcoming the main barriers introduced in the context of organizational 
transformation include change management, convenient investments, personnel training, 
higher involvement of senior management, ICTs insertion. These factors vary considerably 
depending on the scale of the company at issue.

The fulfillment of these changes can be approached through Digital Transformation 
strategies. Digital Transformation, as defined by [2], is the process whereby ICTs are 
inserted into the company and, requires a strategic alignment between the company’s 
objectives and the ICTs usage. Furthermore, it is required that the company “redesigns or 
reinvents their operative, productive and value chain models.”

Clayton Christensen [3], follows by stating three main reasons why companies should adopt 
digital transformation processes. First, the imperative of staying relevant in the market, i.e., 
the threat to the company’s survival –taking into account customer trends and demands.  
Second, the rise of new technologies that ease the extraction, storage, and processing of 
information. Third, the development of more efficient business models by competitors. 

The fourth industrial revolution (Industry 4.0) is a trend that has changed the perspective of 
companies and has allowed to drastically transform the way of carrying out tasks and 
processes. According to [4],Industry 4.0 is associated with the informatization and 
digitalization of production, and with the generation, integration and analysis of large 
amounts of data throughout the productive process and lifecycle of products. 

Benefits of appropriation of this trend include competitive advantage, employing disruptive 
technologies for the automation of processes, security, attention, and customer satisfaction. 
Value delivered to the customer can rise, given that there exist rapid answers to new 
requirements and multiple communication channels are deployed to facilitate access to 
information  –thus, the exchange of knowledge.

According to Sood and Tellis [5], “disruption occurs when a technology that is superior on a 
new dimension that appeals to a niche, but inferior on a dimension that appeals to the mass 
market, improves on the latter dimension to meet the needs of a mass market”. In other 
words, a disruptive technology is one that, despite aiming at the needs of a limited market, 
proves to be competent –and superior– regarding a larger market’s needs. Furthermore, 
Pena Andres and Hernandez Ramos [6]define disruptive technologies as those that replace 
existent technologies and introduce abrupt changes (disruption) in organizations and society. 

Disruptive technologies are beneficial for companies in the initial stages. Special care and 
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consideration should be kept in mind when applying disruptive technologies to largerscale  –
leader – companies since according to [3], this type of technologies has accelerated the fall of 
many [7]. The author pointsout that approximately one in ten companies successfully inserts 
disruptive technologies to provide aboveaverage growth demanded by shareholders. One 
possible explanation is that largerscale companies have welldefined processes, methods, 
frameworks, and protocolsthat have proven their efficiency over time.  Changing them 
requires an additional effort (mainly on the company’s culture) that does not necessarily yield 
favorable results.

The aim of this paper is to expose the results of a systematic literature review on which the 
main disruptive technologies adopted in organizations pertaining to different economic 
sectors and their positive impacts were identified. In this way, this literature review presents a 
stateoftheart on the impact of disruptive technologies on organizations. Furthermore, this 
literature review contrasts literature findings with market indicators.

This literature review can be used as a starting point for researchers interested in digital 
transformation processes given that it presents the different technologies adopted and how 
they were adopted in order to generate positive organizational changes.

2. METHODOLOGY
A systematic literature review (SRL) allows answering questions regarding the stateofthe
art of a specific field. Representative examples of such questions are: Which are the new 
trends? What research is being conducted related to a particular theme? Where are possible 
opportunities for deepening research? Which subdivisions of the field are yet to be explored 
or have a reduced exploration? Answering these questions can lead to the appropriation of 
the matter at hand, thus allowing researchers to propose further developments. The studies 
that are considered on an SLR are named primary studies. The SLR itself is considered to be 
a secondary study [8].

This paper is based on the methodology proposed by [8] for the development of an SLR. 
Broadly speaking, the steps to perform an SLR are listed as follows: identification of the 
necessity to conduct such SLR, the proposal of the research question, design of an 
exploratory protocol that includes keywords and filters, filtering and sorting of documents 
found by means of inclusion and exclusion criteria and, extraction and analysis of the 
relevant information for the study.

2.1 Methodology Development

ICTs serve a key role in the development of organizations. New technologies emerge on a 
regular basis. Such technologies facilitate the acquisition and management of information, 
thus streamlining the decisionmaking process. Therefore, the following research question 
was proposed: According to the literature, which disruptive technologies are being applied 
currently on organizations? 

Afterwards, we established the following compound query: “disruptive technologies” AND 
“Digital transformation” AND “organization” AND “innovation”. The query was used on three 
databases: IEEE Xplore, Scopus and,ScienceDirect. Besides keywords, filtering was done by 
year of publication (2018 to 2020) and type of paper (scientific paper)

We organized articles resulting from the first search in separate matrices by database, 
adding their primary metadata. Then, the three matrices were mixed in order to discard 
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duplicate elements and filter them.

To select articles related to the study at hand, we established an inclusion criterion to select 
all articles that shown the application or appropriation of disruptive technologies in 
organizations and the outcomes of such a process. Furthermore, we established as an 
exclusion criterion to discard articles that did not present concrete solutions. Lastly, to 
analyze the selected articles, the following variables were defined: type of ICT, economic 
sector,andmetrics. The goal was to identify how such variables were reflected in the selected 
articles and their relationship. The latter was done through the operationalization of 
variables.

2.2 Variables Definition
The variables established to be identified in each one of the selected articles for this review 
are defined as follows: 

Information and Communication Technologies (ICTs)
Technology can be defined as “the practical application of knowledge especially in a 
particular area”, according to [9]. In this sense, it focuses on the usage of knowledge to solve 
a need. Humans use technology to adapt and to deliver more efficient results on tasks. 
UNESCO [10] defines ICTs as a “diverse set of technological tools and resources used to 
transmit, store, create, share or exchange information.” This literature review aims to identify 
which disruptive ICTs are being adopted by companies in order to meet their organizational 
objectives.

Economic sector
Sector is defined by [11] as “a part of an area of activity, especially of a country’s economy”. 
This literature review aims to identify to which economic sector pertains each article. 
Furthermore, we aim to classify the sectors that are most prone to adopting disruptive ICTs, 
how they apply them and, the related benefits.

Metrics
According to [12], metrics are defined as “a quantitative measurement of the degree to which 
a system, component or process possess a given attribute.” This research aims to identify 
the key metrics companies use to measure their appropriation of disruptive ICTs and their 
impacts. According to the results provided by the metrics, companies make required 
adjustments to comply with strategic objectives leveraging ICTs. 

3. RESULTS
The initial search on the three databases yielded 75 articles distributed as follows: 3 in IEEE 
Xplore, 3 in Scopus and, 69 in Science Direct.After filtering using the established inclusion 
and exclusion criteria, 31 articles fitted the research at hand. The abovementioned results 
are outlined in Figure 1. Furthermore, Table 1 details the complete filtering process.

Selected articles were arranged in a matrix that included (as columns): title of the article, 
authors, publication year, abstract, access hyperlink and source database.  Afterward, we 
extracted the methodology proposed by the authors and the selected variables for their 
analysis. This data is displayed in Table 2.
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FIGURA 1. DIAGRAMA DE FLUJO PRISMA

FUENTE: ELABORACIÓN DE LOS AUTORES

TABLE 1. ARTICLES FILTERING PROCESS

SOURCE: AUTHORS

4. DISCUSSION 
Based on the results, the following analyses were performed:

Information and Communication Technologies (ICTs)

One of the most frequent disruptive technologies in the articles reviewed was IoT [14], [20], 
[23]–[26], [29], [33], [39], [40], [42], [43], followed by Big Data ([14], [16], [20], [29], [34], [35], 
[38], [40], [42], [43]), Artificial Intelligence (AI) [14], [18], [20], [21], [23]–[25], [29], [35], [36] 
and, Blockchain [13], [14], [18], [20], [22]–[26]. A representative purpose of blockchain is 
cybersecurity, which becomes paramount in environments that handle sensitive information, 
e.g., hospitals [13].

Subsequent to these technologies, Cloud Computing also showed a trend in the articles 
reviewed [14], [18], [24], [26], [29], [37], [40], as did Industry 4.0 [14], [15], [17], [19], [20], 
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TABLE 2. REVIEW MATRIX
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TABLE 2. REVIEW MATRIX (CONT.)
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TABLE 2. REVIEW MATRIX (CONT.)

SOURCE: AUTHORS



71

INGENIARE, Universidad LibreBarranquilla, Año 19, No. 35, pp. 5979 • ISSN: 23900504

K. CORONADOAHUMADA & G. GONZÁLEZCARABALLO

[29], [40]. The latter, depending on the context, is used as a disruptive technology on its own 
merit or as a macro disruptive technology.

Finally, other technologies mentioned in the articles, although with low frequency, were 
Cognitive Computing [40]and Fintech [41]as they are found in specific market segments. 
Figure 2 depicts the above analysis.

SOURCE: AUTHORS

SOURCE: AUTHORS

Economic Sector

The main sectors in implementing disruptive technologies identified in this review are: 
airports[23], education[43],finance ([37], [38], [41]), industrial ([14], [15], [19], [28], [29], [32], 
[33], [35], [42]), logistics ([16], [18]), organizational [17], [21], [22], [24]–[26], [31], 
[41],seaports[30], health[13], [20], [36], [39], utilities[34], 
telecommunications[40]and,tourism[27]. This analysis is depicted on Figure 3.
The variable referring to measurement indicators cannot be classified in the same way, since 

FIGURE 3: FREQUENCY VS. ECONOMIC

FIGURE 2: FREQUENCY VS ICTS
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each metric depends on the project being carried out.

4.1 Economic impact of disruptive technologies on the market
The significance of the disruptive technologies highlighted in this study can be reflected in 
various market indicators. The market indicators cited below suggest a high impact by 
disruptive technologies– the three most frequent according to the review are considered 
representative examples.

First, Internet of Things (IoT). According to Statista [44] global spending on the Internet of 
Things is projected to reach $1.1 trillion USD by 2023. There are at least 630 Internet of 
Things platforms registered in 2019, of which Amazon Web Service (AWS) leads in the cloud 
backend segment and Cisco Jasper in the telecom segment. Continuing with other 
segments, in the context of home automation it is also estimated a consumption of Smart
Home systems of $115 billion USD in 2020. In the context of smart agriculture, revenues of 
$14.79 billion USD were recorded in 2018. In terms of data traffic, 79.74 ZB of traffic is 
projected globally by 2025.

Second, Big Data. According to Statista [45] revenues related to Big Data and Business 
Analytics were valued at $189.1 billion US dollars in 2019. Of these revenues, those related 
to software solutions total $67 billion US dollars in 2019. The source goes on to project a 
data volume generated of 149 ZB globally in 2024. Among its major segments are: analytics 
and business intelligence software (revenue of $24 billion USD in 2018), advanced and 
predictive analytics software (revenue of $3.47 billion USD in 2019), data analytics 
integration and integrity software (revenue of $3.37 bn USD in 2019), and Data as a Service 
(DaaS, a cloud computing deployment model) with market size of $8.9 billion USD in 2020. 
As of 2020, 541 hyperscale (sic) data centers are registered globally.

Third, Artificial Intelligence (AI). According to Statista [46] AI software market revenues 
totaled $10.1 billion USD in 2018. It reports a market growth of 54% in 2030 and the 
contribution of Artificial Intelligence to China's gross domestic product is estimated to be 
26.1% in 2030. Its major segments include: cognitive and AI systems (with market valued at 
$12.7 billion USD in 2019), AIbased business operations (with global revenue projected at 
$10.8 billion USD by 2023), natural language processing (with a projected market size of 
$43.3 billion USD to 2025) and, chatbots with reported revenue in 2020 of $65.5 million 
USD.

The indicators described above show the scale and relevance of the application of the 
disruptive technologies identified in multiple contexts.

4.2. Industry 4.0: definition, technologies, challenges and, impacts

4.2.1.  Definition
Caiado et al. [15]found I4.0 as a highly complex concept and recognize the lack of 
consensus in the definition of the term Industry 4.0. Authors found three different definitions 
in literature: the trend towards digitalization and automation of the manufacturing 
environment, a confluence of different digital technologies and, a new paradigm for industrial 
processes focused on digital transformation. 

On the other hand, the definition of Industry 4.0 proposed by Yüksel [19]is: a group of 
collaborative technologies and concepts that embraces an organization’s entire value chain.  
Authors [47]define Industry 4.0 as the endtoend integration of the value chain ranging from 
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the detection of changes in the demands of customers to their satisfaction by means of 
smart factories. Authors follow by stating that in the context of Industry 4.0 the usage of 
existing and emerging technologies is focused on the creation of smart products and 
services. A product (or service) is deemed smart when it can acquire data autonomously and 
behave accordingly to the data based on a process algorithm incorporated in the product (or 
service). Disruptive technologies should be present on all production related processes [47].

Based on the results, we propose the following definition for Industry 4.0. Industry 4.0 is the 
trend towards digitalization of industry to optimize the entire supply chain management by 
inserting disruptive technologies, the processes and methods used towards digital 
transformation. Besides, Industry 4.0 includes the technological, social, economic, cultural, 
environmental and educational impacts of digital transformation.  

4.2.2.  Technologies
There is no consensus in the literature regarding the technologies that are critical for Industry 
4.0. However, several technologies appear consistently across the sets proposed by different 
authors. The set of technologies proposed by each author is presented in Table 3.
Table 3.  Technologies proposed by authors.

Although most of the literature considers additive manufacturing (3D printing) as a key pillar 
of Industry 4.0, research conducted by Nara et al.[29]shows that expert practitioners in the 
plastic industry in Brazil did not consider additive manufacturing as a critical technology of 
Industry 4.0. This could be because most of companies in Brazil are SMEs. Yüksel [19] 
points out that for SMEs in Turkey the least frequent technology is in fact additive 
manufacturing.

4.2.3.  Challenges
Digital transformation as a trend has introduced great challenges for companies when 
adopting new technologies. Besides from the expected technical insertion and appropriation 
challenges, resistance to change by the employees and inflexibility to change organizational 
processes should be taken into account. 

Caiado et al.[15]identify as a critical research challenge related to I4.0 the definition and 
validations of its constructs, such as I4.0 maturity and readiness. Authors confront this 
challenge by proposing a fuzzy rulebased I4.0 maturity model (MM) in the context of 
operations and supply chain management. Maturity models aim to help organizations by 
assessing and tracking the process of improvement initiatives, such as digital transformation. 
In this sense, digitalization is expected to add value to the company. 

Yüksel [19]points out the difficulty for companies “to understand the concept of Industry 4.0 
and how the transition can be accomplished.” The author also identifies the high degree of 
uncertainty over the “achievement criteria and performance measurements of the Industry 
4.0 transformation”. Thus, companies may be unwilling to promote digital transformation 
initiatives as the gains of such transformation processes are unclear to them and its potential 
consequences in industry are not clearly defined. 

According to Nara et al.[29]SMEs face more significant financial and economic challenges 
than large companies in the appropriation of Industry 4.0 practices. Thus, there exists a 
correlation between the size of the company and the level of Industry 4.0 appropriation. 
Yüksel [19]agrees, there is a strong correlation between company size and level of 
implementation of I4.0 initiatives, where large companies are associated with a higher 
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SOURCE: AUTHORS

TABLE 3.  TECHNOLOGIES PROPOSED BY AUTHORS.

degree of appropriation. However, in their survey they found that the technological level of 
the products manufactured, and the existence of an R&D department have a higher impact 
on the level of Industry 4.0 practices than the size of the company. Other factors that affects 
considerably the level of Industry 4.0 practices, identified by the author, are the social and 
economic conditions of the countries.
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On the other hand, Müllerand Voigt[49]conducted a series of interviews to experts 
partitioners of different areas of companies. They found the most common expected 
challenges to be: breakdown susceptibility, insufficient data quality, insufficient IT 
infrastructure, access to technologies, Insufficient data security, inconsistent standards, 
technological dependence, fear of employees to be replaced, insufficient financial resources, 
insufficient Knowhow and, Insufficient understanding. Furthermore, Niewöhneret al.
[50]outline the following challenges for digital transformation: low barriers to market entry, 
sales loss, strong focus on everyday business, synchronization innovation cycles, internal 
company processes too rigid and too lengthy, lack of motivation, limited resources for 
innovative work, limited adaptability in the development process and, identification of new 
ways of thinking and approaches.

We consider that the challenges outlined by the authors are relevant as digital transformation 
in the context of Industry 4.0 is a process that demands a considerable investment that many 
companies, especially SMEs, cannot cope with. In addition to this, digital transformation also 
requires social and cultural efforts to handle challenges such as employees fearing 
displacement by new technologies. Furthermore, organizations and people are interested in 
keeping their privacy thus introducing resistance to change and a high demand for 
cybersecurity.  

4.2.4.  Impacts
Industry 4.0 as a trend has brought several economic, social, cultural, educational and 
environmental impacts. Hirte and Roth [17]claim that new digital technologies (disruptive 
technologies) “significantly facilitate firms’ business processes, including for instance the 
communication between employees and electronic systems or the customer experience”. 
Usually, companies are applying disruptive technologies in the context of Industry 4.0 across 
the entire supply chain management processes set. Garrell and Guilera[47]identify the 
following six stages of production: design, fabrication, distribution, acquisition and purchase, 
usage and, recycling. In the context of Industry 4.0 all stages should be managed digitally in 
aims of achieving integral management. 

According to Peña and Hernández [6],Industry 4.0 technologies generate value in the supply 
chain management, in all organizational processes and, in the company’s environment 
through innovation by focusing changes in improvement opportunities. Niewöhneret al.
[50]claim that the fourth industrial revolution will increase the willingness to innovate. They 
identified seven impacts of I4.0: digital market services, high volume of data, fast changing 
customer requirements, shortening innovation cycles, rapid technological change, increased 
use of software and, stronger service orientation. Niewöhneret al.[50]points out the speed at 
which customer requirements change following to the inclusion of disruptive technologies 
and changes in the market. This happens more frequently when the development initiatives 
involve long periods of time. Following, Caiado et al.[15]claim I4.0 introduces innovation in 
three senses: horizontal integration, vertical integration and, endtoend integration. In the 
context of I4.0, traditional (hard or technical) skills are not as important as before and 
adaptability to new job requirements (including nontechnical skills) becomes paramount to 
the survival of employees. 

According to Yüksel [19], Industry 4.0 will augment companies’ production processes through 
the integration of intelligent and automated mechanisms in the industrial environment. 
Furthermore, the author identifies possible advantages of I4.0 such as increased productivity, 
efficiency and flexibility, and reduced costs. Appropriation of Industry 4.0 applications can 
include benefits such as digital individualization, company flexibility, demand orientation, 
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sustainability, consistent process, automated knowledge and learning, and productivity 
optimization [19].

In terms of sustainability, Nara et al. [29] claim that technological changes introduced by the 
fourth industrial revolution could lead to the creation of circular economies as smart systems 
provide better energy consumption at a factory level. Yüksel [19]also outlines the 
sustainability contribution of Industry 4.0. On their study, Nara el al. [29]demonstrate that 
technologies such as IoT, CPS, sensors and Big Data can boost the sustainable 
development of industries.

CONCLUSIONS
This paper reports on state of the art in terms of the adoption of disruptive technologies, 
specifically those related to Information and Communication Technologies (ICTs) in the 
framework of organizations from different economic sectors. 

In order to carry out the literature review, a sample of 31 articles was selected out of 75 
found after filtering using established inclusion and exclusion criteria, which were published 
in the last five years and were scientific articles. During this search, the emergence of 
literature on this topic, which is becoming more relevant every day, became evident. At the 
same time, there was a scarcity of literature reviews on the subject, which makes the present 
one even more valuable.

The 31 articles selected and addressed in this study present success stories in the inclusion 
of ICTs in a disruptive way in organizations. Although [3] states that the adoption of disruptive 
technologies can, in many cases, lead to failure in largescale companies, the studies 
reviewed fit the model presented by the author in [7] for success in the process of such 
adoption in the face of the imperative of growth. These, as well as this literature review, can 
be taken as a starting point for future research and development in this area.

Regarding Industry 4.0, this study shows findings regarding the definition of Industry 4.0 in 
the literature and proposes an integral definition. Following, we analyzed which disruptive 
technologies were considered by authors and practitioners as part of Industry 4.0. Finally, we 
show the main challenges and impacts of Industry 4.0 reported in literature. Further research 
should be aimed at studying how future disruptive technologies affect Industry 4.0, which are 
the most common and their application fields and, how can companies use digital 
transformation towards the achievement of Industry 4.0.
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